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Cloud computing in IoT refers to:
a. Distributing computing resources closer  b. Storing and processing data on local

to the data source devices

c¢. Implementing security measures within  d. Utilizing remote servers for data storage
10T devices and processing

What is the primary difference between Machine-to-Machine (M2M) and Internet of

Things (IoT)?

a. M2M and IoT are synonymous terms, b. loT relies on human intervention for
representing the same concept operation, whereas M2M operates

autonomously

c. M2M is limited to industrial applications, d. M2M requires direct communication between
while IoT encompasses various domains devices, while IoT involves devices connected
including consumer devices to a network

In which lIoT communication model does data flow occur without prior subscription,
and the data is sent to the receiving devices actively?

a. Push Pull model ' b. Publish-Subscribe Model

¢. Bothaandb d. None of the above

What is a critical security consideration in loT deployments?

a. Open access to all loT devices on the b. Public disclosure of 10T device specifications
network

¢. Implementation of strong authentication d. Reliance on default device configurations
mechanisms

Which model is characterized by a direct, two-way communication between exactly two parties?
a. Request-Response Model b. Publish-Subscribe Model
¢. Exclusive Pair Model d. Push-Pull Model

The layer in an 10T solution responsible for implementing user interfaces, applications,
and services is known as the:

a. Perception Layer b. Network Layer
¢. Data Processing Layer d. Application Layer

Which loT communication APl is widely used for its simplicity, scalability and
compatibility with web technologies?

a. MQTT b. CoAP
¢ AMQP dNENTT

Which of the following is NOT a characteristic of WebSockel?
a. Low-latency communication b. Persistent connection
¢. Bidirectional communication d. Support for batch processing,

What does Ansible use to authenticate and communicate with target devices?

a. APl keys b. Passwords

¢. MAC addresses d. SSH keys

In which programming language do you write code in Arduino IDE?
a. Python b. JavaScript

¢ Java d. C/C++
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7.

What is Sensor? Write
Describe Actuation | j '
Actuators along with van
What is loT Value Chains? Des

What do you mean by emer
briefly the overview of the emer,
Describe the Request-Respor
models in loT communication wi
key characteristics, advantages
Compare and contrast the three m
in different use cases.

List down the Functional layers

What is the IoT's
layer. Also, write.

What is Raspbe




