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What is the role of an ERP system in integrating different departments and functions
within an organization?

a. Centralizing and standardizing data b. Managing employee training and
and processes development programs

¢. Tracking and analysing website d. Automating marketing campaigns
performance and user behaviour and lead generation

Which of the following is a typical module or component of an ERP system?

a. Customer Relationship Management b. Learning Management System (LMS)
(CRM)

c. Content Management System (CMS) d. Supply Chain Management (SCM)

Whal is the role of encryption in e-commerce?

a. Prolecling customer data during, b. Monitoring and blocking suspicious
transmission and storage network traffic

c. Preventling unauthorized access to d. Verifying the authenticity of SSL
physical server rooms cerlificates

Which security measure provides an additional layer of authentication beyond
username and password?

a. Two-factor authentication (2FA) b. Password hashing
¢. Intrusion detection system (IDS) d. Virtual private network (VPN)

What is a Distributed Denial of Service (DDoS) attack in e-commerce?
a, Unauthorized access to customer data  b. Manipulation of website content and

prices
c. Overloading a website with traffic to  d. Intercepting credit card information
make it unavailable during transactions

What is the purpose of a firewall in e-commerce?
a. Encrypting data transmitted between  b. Filtering network traffic to block

servers unauthorized access
c. Verifving the authenticity of digital d. Monitoring and analysing website
cerlificates traffic

Which of the following is an effective measure to protect customer data in e-
commerce?

a. Regularly updating software and b. Storing customer data in plain text
patches format

¢. Sharing customer data with third- d. Using weak passwords for
party vendors administrative accounts

What is a common security vulnerability in online payment systems?

a. Weak encryption algorithms b. Insecure login credentials
¢. Cross-site scripting (XSS) attacks d. Distributed Denial of Service (DDoS)
attacks
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