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{Cvber Crime involves the theft of-
a. Property b. Identity
c. Money d. All of the above

What is the full form of OTP-

a. One Time Password b. Online Time Pass

¢. One True Password d. Open Technical Programm

By the introduction of IT ACT ,2000 which of the following law gets amended?

2. The Bhartiva Nvaya Sanhita b. The Bhartiya Suraksha Sanhita

¢. The Indian Penal Code d. The Bartiya Shakshya Adhiniyam
Who can grant an electronic Signature Certificate?

a. Certifying Agent b. Controller of Certifying Agent

c. Customer d. None of the above

Which Section of IT Act deals with | lacking?

a. Section 65 b. Section 66

c. Seclion 67 d. Section 72

Which of the following is not done by cyber criminals ?

2. Unauthorised account access b. Email Spamming

¢. Slalking d. Report vulnerability in any syslem
Which is the appeal court on orders by Cyber Appellate Tribunal?

a. Supreme Courl b. High Court

¢ District Courl i d. Lok adalal

Which process is used to maintain confidentiality of data?

a. Encryptlion b. Deleting

¢. Backup d. Locking

Which of these is not a proper method of maintaining confidentiality?

a. Biomelric verification b. 1D and password based verification
€. 2- factor authentication d. Switching off the phone

Which of the following form of cyber crime that involves harassing , threatening, or
targeting individuals online?

2. Digital Piracy b. Hacking

¢ Cyber bullying d. Phishing

The legal frame work that governs the use of electronic signature and records in India
15-

a. The Electronic Transactions Act b. The Data Protection Act

¢. The Information Technology Act d. None of the Above
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[ Descrigtivej

[ Answer question no.1 & any four (4) from the rest]

Time : 2 hrs. 30 min. Marks : 50

I. What is Electronic Signature? Enumerate the differences between  5+5=10
electronic signature and digital signature.

2. ‘Criminologists have developed a number of theories to explain why 10
individuals engage in cybercrime’- Discuss any three theories.

3. Write a note on Cyber Appellate Tribunal constituted under the IT 1
Act.
4. "Right to freedom of speech and expression is guaranteed by the 10

Constitution of India’- In the light of this statement explain the right to
freedom of speech and ex pression in cyber space.

5. What is cybercrime? Discuss publishing of information which is 3+7=10
obscene in electronic form as a cybercrime.

6.  Write notes on: S+5=10
a. Tampering with computer source document.
b. Hacking
7. How does cyber regulation help to protect cyber space? 10
8. Explain the concept of web technology. 10

3 USTM/COF/R-01



